The arrival of Internet has turned the world into a global village where geographical location or distance has to some extent ceased to be a major obstacle to communication and movement of goods and services. This development has also brought with it cybercrime and its level of sophistication. A lot of measures and institutions are being put in place to minimize the incidence of cybercrime in different countries; also, efforts are being made to identify the contributing factors to cybercrime. This research however, adopts a factor analytic approach to formulate the indices that may contribute to the perpetration of cybercrime. A total of seventy three (73) indices were formulated and used to design a structured questionnaire which was administered on five classes of respondents, using purposive and simple random sampling techniques. The data obtained were analyzed by means of factor analysis by principal component using Statistical Package for Social Sciences (SPSS). Ten factors were extracted and subjected to orthogonal rotation using promax. The contributing factors identified in this study could assist stakeholders to combat the menace of cybercrime.
Introduction
The extent of Technology-Enabled crime is always evolving, both as a function of change and as a socio-economic interaction with new technologies. Cybercrime as stated in Longe and Chiemeke (2008) remains difficult to combat as it attempts to hide itself in the face of development. Cybercrime is the use of Information Technology Infrastructure in perpetrating criminal activities including Illegal access, Illegal Interception, System Interference, Data Interference, Misuse of Devices, Fraud and Forgery. These activities which are fast becoming high-profile security issues are described below:
Material published as part of this publication, either on-line or in print, is copyrighted by the Informing Science Institute. Permission to make digital or paper copy of part or all of these works for personal or classroom use is granted without fee provided that the copies are not made or distributed for profit or commercial advantage AND that copies 1) bear this notice in full and 2) give the full citation on the first page. It is permissible to abstract these works so long as credit is given. To copy in all other cases or to republish or to post on a server or to redistribute to lists requires specific permission and payment of a fee. Contact Publisher@InformingScience.org to request redistribution permission. a) Hacking: Malicious/Inquisitive moves to discover information by deception or illegal means. b) Cracking: Gaining unauthorized access to Computer system to commit a crime, such as digging into the code to make a copy and running a protected program without a password or a valid license string. c) Piracy: Replication of Protected Software without authorization. d) Phreaking: Obtaining free telephone calls or having calls charged to a different account through manipulation of a phone system. e) Phishing: Deployed to pull out confidential information from any organization such as bank or other financial institutions account holders by deceptive means. f) Cyber Stalking: Harassing selected targets using e-mails and other means. g) Cyber pornography: Producing and/or distributing pornography with the computer. h) Cyber grooming: Arousing the emotion of the under-aged through web pages with pornographic contents and video media with the aim of sexually abusing them. i) Cyber Terrorism: Unlawful attacks or threats of attack by criminals against computers, networks, and the information stored therein to intimidate or coerce government or institution or its people to further the perpetrators ambitions.
Criminal activities of any kind are opposed to progress and development; be it social, economic or educational. Cybercrime could be worse due to the subtlety of its operations and most especially the perceived heavy presence of the youths (the productive age-group) in cybercrime perpetration in Nigeria.
The Internet has enabled new forms of social interaction and activities due to its basic features, like widespread usability and access. It is also a window for leisure activities, with entertaining social and humor-related Usenet groups, receiving much traffic. Social networking websites such as Facebook, Twitter and MySpace, etc, have created new ways to socialize and interact. Users of these sites are able to update information on their respective web-pages, to pursue common interests, and to connect with others.
Nowadays, many Internet fora have sections devoted to games and funny videos. More than 6 million people use blogs or message boards as a means of information communication and/or exchange. The pornography and gambling industries have taken advantages offered by the WWW. The Internet is a major medium of advertising revenue for other websites. Although many governments have attempted to restrict both industries' use of the Internet, this has generally failed to stop their prevalent popularity.
Literature Review
In Aghatise (2006) and Longe and Chiemeke (2008) it was confirmed that Cybercrime increasing at an alarming rate. Nigeria is not left out in the global analysis of cybercrime as electronic fraud (popularly called 419), email scams and other Internet-based fraud originated from there.
The Economic and Financial Crimes Commission (EFCC) former Chairperson; Mrs. Farida Waziri said the horrendous level of corruption has being a threat to Vision 20: 2020 (Waziri, 2009 ). Cybercrime is one of possible corruptions that can shut the door of progress against the nation. Ajayi (2008) documents that Nigeria, Ghana and South Africa are countries in Africa where Cybercrime is predominant. Cyber Cafés are places where these crimes are carried out and also modems are bought for this purpose.
Apart from the availability and usage of Internet facilities in cyber cafés for scam mails and other fraudulent activities, the growth of fixed wireless services in Nigerian has also aided cybercrimes. Fraudsters pay for Internet connection via fixed wireless lines so as to perpetrate their evil acts within the comfort of their homes. In some cyber cafes, a number of systems/cables are dedicated to cyber criminals (called "yahoo boys") while others share their bandwidth (popularly referred to as home use) to some categories of customers who acquire systems for home use in order to perpetrate their nefarious activities.
Efforts at preventing financial Cybercrime in Nigeria are on parental, entrepreneurial, private and public pedestals. For café operators, information on possible arrests of fraudsters who send scam mails is circulated. Generally, users are advised not to open or respond to scam mails or mails presenting financial bogus proposals. For the government, the Economic and Financial Crimes Commission (EFCC) and other relevant agencies have been given power to arrest and prosecute individuals, group of individuals and organizations suspected to be involved in promoting cybercrimes. Little work has been done in identifying the contributory indices to cybercrimes in Nigeria. This research is therefore aimed at formulating the indices that may contribute to the perpetration.
The computer plays three (3) major roles in Cybercrime activities; (Akinyokun, 1999; Clough, 2010 
Cybercrime in Nigeria
Most Cybercrimes perpetrated in Nigeria are generally ingenuous as they are aimed at individuals and not the computer systems; hence they require less technical expertise. Human weaknesses such as greed, gullibility inexperience and probably illiteracy are usually exploited. These crimes are similar to theft and have been in existence for many years even before the advent of the Internet. Notwithstanding, Internet has enabled criminals and their activities to increase the number of their unsuspecting victims and this invariably makes it difficult to track them down (Aghatise, 2006) .
The challenge in fighting Cybercrimes today relates to the fact that Cybercrimes have been in existence for only as long as the cyber space exists. This explains the unprepared ness of society and the world in general towards combating them. Numerous crimes are committed daily on the Internet with Nigerians at the forefront of sending fraudulent and bogus financial proposals all over the world.
Out of all categories of fraud identified by (Peter and Grace, 2001) are fraud committed against a number of individuals through print or electronic media, or by other means. The following categories of crime are the predominate ones in Nigeria:
SPAMMING: Spamming is the act of sending unsolicited messages to a large number of recipients at a time with the aim of advertising products to potential and unsuspected customers. Spamming can also be used as a form of frustration by singling out an email address and sending numerous emails per second to that address. Spamming is usually random and untargeted but it can be targeted to either a group of people, for example, advertisements that cater for a particular group of people, or certain persons for the purpose of irritating the public.
Contrary to popular belief, spamming has existed in Nigeria even before the advent of the Internet. It's gathered that in the Nigeria Postal Service (NIPOST), Mail Security staff were asked to make sure that letters sent by some individuals be destroyed upon investigation. Junk mails to postal addresses and annoying door-to-door salesmen are some examples of traditional form of spam. However, the Internet has given spam a much ugly face as what used to be a minor irritation has now become a veritable menace.
PIRACY: Piracy involves the illegal reproduction and distribution of software applications, games, movies and audio CDs. (Longe, 2004) . Usually pirates buy an original version of a software, movie or game and illegally make copies of the software available online for others to download and use without the notification of the original owner.
Modern day piracy may be less dramatic or exciting but is far subtle and more extensive in terms of the monetary losses the victim faces. This particular form of Cybercrime may be the most difficult to curb as the common man also seems to be benefiting from the crime. A typical African would stop at nothing to download free software, musicals, movies or related items. The reason is that, the taxation system in most African countries is ineffective and people grow up to believe paying tax and other bills are ways in which the government oppresses the poor citizens.
Model Formulation
The contributory indices to cybercrime was formulated and questionnaires were administered to selected institutions of higher learning, cyber cafés, offices of the Nigeria Police, offices of the Nigeria Security and Civil Defense Corps, Law chambers, Law courts, and a handful of others within the selected scenery. Here, confidentiality of information (personal or non-personal) was guaranteed because respondents were required to specify their age, gender and occupation. They were encouraged to provide honest answers while items in the questionnaire involving some Internet technicalities were spelt out in clear terms so that the respondents can understanding each question.
Critical inducement of cyber crime
Most often nontechnical factors play major roles as key contributors to cybercrime. The following parameters are essential to evaluating and assessing the Critical Inducement of Cyber Crime: 
Educational Background of Cyber Criminals
In committing cybercrime certain technical knowledge must be acquired; therefore, using cybercriminal cases, the perceived cybercriminal education background also plays a vital role considering the following:
National Policy/legislative Framework on Cyber Crime
The weight of the consequences of each crime backed by law pay an important role in debarring such crime in the society. Thus, National Policy/legislative Framework on Cyber Crime is assessed under the following parameters: (a) National Policy on Conventional Security, (b) National Policy on Cyber Crime, (c) Legislature's Framework on Cyber Crime, (d) Regulatory Framework on Cyber Crime, (e) Institutional Framework on Cyber Crime.
National security background
The state of National Security in Nigeria plays a vital role in the survival or otherwise of cybercrime in Nigeria. This is assessed under: (a) Implementation of Conventional Security, (b) ICT Based Security System, (c) Implementation of Cyber Security Policy, (d) Case Filling and Database System, (e) Technical Assistance to Private and Government Agencies, (f) Prosecution of Cyber Criminals.
Security personnel
Security personnel are the machinery used by the government to achieve stated objectives in combating crime. They therefore play immense role and are assessed under: ( 
Motive for cyber crime
The probable motive for cybercrime was formulated and assessed with a view to deducing likely aim of committing such crime and this is carried out using the following parameters: (a) Greed/Wealth, (b) Recreation (Notoriety), (c) Vendetta/Revenge, (d) Research and Development, (e) Espionage/Spying, (f) Terrorism (Cyber Terrorism).
Data Survey Method
In view of the large number of local governments, states, cyber cafés, institution of higher learning, law firms, etc, and the limited time for this research, the scenery shown in Table 1 were selected for the study: In the sampling instrument, the contributory indices to cybercrime were identified. Five classes of respondents was used in the sampling instrument, they include: The transcript of the questionnaires was made adaptive for the five classes of respondents which is presented in Appendices A. In each Location, questionnaires meant for each respondent were administered on a minimum of one per respondent. The questionnaires require the respondents to rate each of the indices associated with him or her using a 5-point Likert Scale of 'excellent', 'very good', 'good', 'average' and 'poor'. Altogether, One hundred and two respondents returned completed questionnaires. The responses were verified and validated by a follow up through personal interviews and discussions with the principal actors. It is remarked that in each of the questionnaires, there were leading quantitative variables such as name of organization, address, local government, age and maximum academic qualification of respondent. The leading quantitative variables are meant to serve as parameters for measuring the sense of judgment of the respondents.
Mathematical Model of Surveyed Data
The data obtained through survey was analyzed using PCA as proposed and implemented in (Akinyokun and Chiemeke, 2004) can be expressed as shown in equation 1.
where Y j represents the j th respondent, a j,k represents the assessment of the k th variable by j th respondent and X k represents the k th decision variable. The model is expressed as:
The primary objective of factor analysis by PCA is to generate some clusters of contributory indices to cybercrime in Nigeria. Each cluster shall constitute a factor with which cybercrime indicators can be measured. The percentage contribution of each factor to the cybercrime can equally be obtained. The following statistics are derived and used for the purpose of achieving these objectives.
Descriptive Statistics, Correlation Matrix, Component Matrix, Eigenvalue, Communalities, Initial factor loadings, Rotating factor loadings by orthogonal transformation by:
The descriptive statistics define the mean and standard deviation of the scores of each decision variable given by the respondents. The correlation matrix shows the degree of pair-wise relationships of cybercrime decision variables. A positive value in the correlation shows a positive relationship while a negative value dictates a negative relationship. Zero value means there is no relationship between variables. In factor analysis, there is a set of factors which is generally referred to as "common factors", each of which loads on some variables. There is another set of factors, which are extraneous to each of the variables. The proportion of the variance of a variable explained by the common factor is called the "communality" of the variable.
The factor loading associated with a specific decision variable is the correlations between the factor and the variable's standard scores. Each factor represents an area of generalization that is qualitatively distinct from that represented by another factor. The degree of generalization found between each variable and each factor is referred to as "factor loading". The farther a loading is from zero in the positive direction, the more we can conclude the contribution of a variable to a factor. The component matrix can be rotated by varimax, equamax, quartimax or promax for the purpose of establishing a high correlation between variables and factors. While the component score matrix of the factors is generated to evaluate the contributions of each of the decision variables to cybercrime, the eigenvalue and percentage variance of the extracted factors are generated for evaluating the contribution of each factor to cybercrime.
The surveyed data were subjected to factor analysis by principal component using SPSS version 15.0 on an IBM compatible microcomputer with Microsoft Windows Operating System as platform.
Evaluation of Assessment
The mean and standard deviation of the rating of Cybercrime on each of the contributory indices by the respondent were determined. The SPSS generates the correlation matrix as a single shown in Appendices B. The analysis of the correlation matrix shows that the highest correlation of 0.593 exists between 'employment rate' and 'standard of living'. The next highest correlation of 0.565 exists between 'societal counter measures of cybercrime' and 're-active (Curative) measures'. The implication of the highest correlation is that 'employment rate' and 'standard of living' is very likely to share same factor. Similarly, 'societal counter measures of cybercrime' is very likely to share same factor with 're-active (curative) measures'. The least correlation of -0.002 exists between 'technical assistance to private and government agencies' and 'computer literacy', this means they are not likely to share same factor.
The Barlett's test produces an X 2 of 4255.827 with a significant level of 0.000, which indicates the adequacy of the sample population. The Keiser-Meyer Olkin (KMO) test produces a measure of 0.578, which also confirms the adequacy of the sample population. The results obtained from the Barlett's test and KMO test are good indicators of the suitability of the application of factor analysis as well. In factor analysis, there is a set of factors which is generally referred to as "common factors", each of which loads on some variables. There is another set of factors, which are extraneous to each of the variables. The proportion of the variance of a variable explained by the common factor is called the "communality" of the variable. The communalities of 'employment' and 'Standard of Living' were determined as 0.824 and 0.811 respectively. These imply that 82.40% of the variance in 'employment' can be explained by the extracted factors while the remaining 17.60% is attributed to extraneous factors. Similarly, 81.10% of the variance in 'Standard of Living' can be explained by the extracted factors, while the remaining 18.90% is attributed to extraneous factors. The initial factor extractions are achieved by two different approaches for replication purpose, namely: mineigencriteruim and noriterium. In critereuim, default was used in determining the number of factors to be retained while in the case ncriterium, the numbers of factors to be retained are specified on the basis of a Social Science rule which states that only the variables with loadings equal to or greater than absolute 0.4 should be considered meaningful and extracted for factor analysis. Applying the Social Science rule on the initial component matrix generated, the extracted factor loadings where: ten factors were extracted, twenty variables did not load on factor 1, eight, five, two, four, three, two, two, and one decision variables load on factors two, three, four, five, six, seven, eight and nine respectively; and,one decision variable load on factor 10.
In order to obtain meaningful representation of variables and factor mapping along principal axis, the resulted principal component is rotated by orthogonal transformation by varimax, quartimax, equamax and promax.
It is observed that promax produces the best meaningful factor loadings.
In an attempt to evaluate the percentage contribution of each factor to Cybercrime, eigenvalue of each factor is generated. The eigenvalue represents the sum of squares of factor loadings used to indicate how well each of the identified factors fits the data from the sample. The percentage contribution denoted by CF of each factor to cybercrime is defined by: CF = 100(eigenvalue of factor)/(number of decision variables). Table 3 represents the eigenvalue percentage contributions and cumulative percentage contribution of the extracted ten factors. The ten factors contribute 55.55% to Cybercrime perpetration according to the view of the respondent. The remaining 44.45% is taken to be the contribution of the extraneous factors. 
Conclusion
Cybercrime as overtime added its quota to the diminishing positive perception of Nigerians by the international community. This has become a menace as it is gradually denting the image of Nigeria in the cyber space. Likewise the integrity of a Nigerian presuming to purchase or market a product on the net is not guaranteed. Depressing still is the mass exodus of the minors into cybercrime and the seemingly acceptance by society as a means of survival due to the stimulating turnover by the perpetrators. Cybercrime is consciously or unconsciously reducing our socioeconomic status and marketability to the global world. Thus, the need for the study of cybercrime ("cyber-criminology") and the prompt implementation of the preventive or curative measures if socio-economic advancement and global receipt is anticipated.
The contributory indices to cybercrime were studied and twelve categories of assessment were identified -This formed the basis of seventy three indices. These were assessed by administering questionnaires to the stake holders selected for the research. Factor analysis by principal components of the surveyed data was carried out.
Of the entire assessment, ten factors were extracted and found to contribute 55.55% to Cybercrime in Nigeria. The remaining 44.45% is the contribution of the extraneous factors. 
